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Abstract— Mobile phone forensic experts frequently come across forensic verification of SMS messages during investigations. The 
experts have to verify with the reports that whether the SMS messages or a particular SMS is present or not in the mobile phone. But 
mobile phones with Android OS (2.2.x Froyo, 2.3.x Ginger Bread and 4.0.x Ice-cream Sandwich) have the vulnerability of generating self-
modified fake SMS from any fake Number, Name, text and time-Stamp. These Fake SMS can be Incoming as well as outgoing Fake SMS. 
So, if the SMS evidence is present on a mobile phone talking particularly about mobile phones with Android operating system versions 
2.0.x , 2.3.x or 4.0.x , then a further forensic examination is must required to verify that whether the SMS present in the mobile phone is 
self-generated or self-modified fake SMS or not. This SMISHING vulnerability was reported to Google in November 2011.Therefore, with 
the objective to list-out the parameters which can forensically ascertain that the Incoming SMS in question is fake SMS or not, some 
examinations were conducted. In this paper, we have presented a way to identify  those application based self-modified and self-generated 
Incoming SMS which can be faked in mobile phones with Android OS (versions 2.2.x Froyo, 2.3.x Ginger Bread and 4.0.x Ice-Cream 
Sandwich). 

Index Terms—Android forensics, SMS forensics, FileSystem Extraction, SQLite database browser, Logical extraction, Mobile Devices.   

——————————      —————————— 

1 INTRODUCTION                                                                     
Mobile phone forensics is the process of collecting and analyz-
ing the evidence which leads to a crucial role in cyber crime & 
forensic investigations. Among many sources of information 
in mobile phones, one is SMS. Also it is one of the most im-
portant information that is found in mobile phones is SMS. 
The total number of SMS sent & received per day in the world 
exceeds the total population of earth. So, SMS plays a very 
crucial  
 
role to be presented as evidence in cyber crime investigations. 
Still a question arises that whether the SMS found as evidence 
is purely original or not and whether it is possible to generate 
self-modified fake SMS on a Android phones? Because of this 
SMISHING vulnerability [1] of generating self modified SMS, 
the answer automatically becomes “YES”.  
“Yes”, it is possible to generate self-modified fake SMS and 
then another question arises that “How to forensically differ-
entiate the self-generated and self-modified fake incoming 
SMS with the original & genuine incoming SMS?” So, in order 
to forensically examine and identify the self-generated and 
self-modified fake incoming SMS, we have to investigate SMS 
logs and the parameters in those logs. 
 
2 FORENSIC EQUIPMENT & METHODOLOGY 
Equipment and approach used in cyber investigations and 
research for extracting the data from the mobile phones 
should always be acceptable in court of law. If possible,  
 

 
NIST [National Institute of Standards & Technology] [2] ap-
proved instruments should be used. Forensically sound meth-
odology for extraction of data should also be taken care of as it 
generates TimeStamp and hash values which play highly evi-
dentiary value to prove the evidence in court of law. In this 
research, Mobile Hardware Extraction device “Cellebrite 
UFED (Universal Forensic Extraction Device v1.8.0.0)” [3] and 
software “UFED Physical Analyzer v3.6.1.6” were used for 
maintaining the integrity of the data and database files to be 
extracted from Android Devices. Maintaining Integrity of data 
prevents any kind of contamination on the device so as to get 
the device & evidence acceptable in court. Cellebrite UFED 
supports Physical, Filesystem & Logical extraction [4] of data 
from the mobile phones but FileSystem extractions should be 
conducted in order to analyze the data and database files. Cel-
lebrite UFED v1.1.05 was tested successfully by NIST in Janu-
ary 2009 [5], but in this research v1.8.0.0 was used. However, 
“XRY” from MicroSysmentation [6] and “AFLogical” from 
ForensicFocus [7] are other hardware and software which can 
also be used for extraction of SMS database file. “AFLogical” is 
an android application which needs to be installed on the An-
droid Phone and can be used for extracting SMS, Call Logs 
and Contacts database files which contains all details along 
with TimeStamps and other parametric Values. 
 

2.1 Hardware Equipments & Software’s 

Here Android phones are the potential sources of SMS and 
SMS logs. In this research, experiments were performed on 5 
different Android phones covering 3 different versions of An-
droid Operating systems [8]. Details of phones along with 
their versions are given in Table-1. Also, all the 5 phones were 
non-rooted Android phones. Hardware Extraction device 
used for extraction of data from Android Device is “Cellebrite 
UFED Classic Ultimate”. “SUPER SMS FAKER (SSF)” & 
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“LogMe” [9, 10] are the 2 android applications used for gener-
ating Fake Incoming SMS in Android devices and were also 
helpful for identifying parametric values of Fake SMS. These 
applications were downloaded and installed from Google Play 
Store. SQLite database browser [11] was used for analyzing 
the database (.db) files. 
 

Table-1 List of Android Phones Tested 
HTC A8181 Desire (Android 2.2 Froyo) 

Samsung GT-S5830 Ace (Android 2.2.1 
Froyo) 

Sony Ericsson Xperia Neo V ( Android 
2.3.4 Ginger Bread) 

Sony Ericsson Xperia Neo V ( Android 
4.0.4 Ice-Cream Sandwich) 

Sony Ericsson Xperia ST 15i Mini (Android 
4.0.4 Ice-Cream Sandwich) 

 
2.2 Storage 

For every SMS (Incoming, Outgoing, Saved) an entry is added 
to the “SMS” table of the database file “mmssms.db”. This 
database file maintains the record of every SMS along with 
TimeStamps, phone numbers, SMS body, and many other val-
ues. The location of this database file on the phone is 
“/data/data/com.android.providers.telephony/databases/” 
[12]. However direct access to this folder is not available in 
non-rooted android phones.   
 

2.3 Proposed Method 

Firstly identify all the protocols which are common and iden-
tical in “SMS” table of the database file “smsmms.db” of all 
the Android phones. Out of those common protocols, again 
identify those protocols which cannot be altered or modified 
by the user or by using any application. Protocols  
which distinguish between Incoming, Outgoing and draft 
saved Sms should also be identified. However, in this paper, 
following protocols were identified: 

1. Protocols which identified and distinguished between 
incoming, outgoing and saved Sms. 

2. Protocols which cannot be altered or modified by user 
or by any application. 

3. Protocols which used to identify if a Fake SMS is gen-
erated by the user using some Android application. 
 

2.4 Extraction Procedures 

FileSystem extractions were carried out on every Android 
device using Cellebrite UFED Classic Ultimate. FileSystem 
extraction is an extraction procedure which acquires all the 
directories, database files, configuration files and all other 
files stored in the internal memory of the mobile phone. 
The extraction of SMS database file “mmssms.db” were 

carried out using UFED and android application “AFLogi-
cal” for verifying that  the data extracted using both  are 
same.  
 
3 EXPERIMENTS AND RESULTS 

In this section, we describe our experiments which were car-
ried out on 5 different Android phones and present our results 
on identifying the Fake incoming SMS parameters and para-
metric values generated by some application or by the user 
using some Android Application. 
 

3.1 Data Collection 

A total of 5 Android phones containing more than 15000 SMS 
which had more than 9000 Incoming SMS were taken into 
consideration for analysis. In order to analyze SMS details, the 
“mmssms.db” database file was extracted from each of the 
Android phone. The location of the database file 
is”/data/data/com.android.providers.telephony/ data-
bases/”. The collection of database file of SMS was conducted 
through “FileSystem Extraction” using Hardware extraction 
device UFED from Cellebrite. Android Application “AFLogi-
cal” was also used for extraction of same database file for 
cross-verification of the data. 
Steps for extracting data from UFED: 

• Enable USB debugging option in settings menu of 
Android device. 

• Connect Android device to UFED Source Port via 
USB. 

• Select “FileSystem Extraction” option in UFED. 
• Select Android phone model in UFED and press OK 

for extraction. 
The files and folders will be extracted to the external USB 
drive attached to the UFED destination port. 
 
Steps for Extracting “mmssms.db” file using “AFLogical”: 

• Download and Install “AFLogical” application from 
Google Play Store. 

• Open application and check the SMS option. 
• Click on Extract Button in the app. 

The “smsmms.db” file will be extracted to the external 
memory card in “.csv” format. 
 
Now “mmssms.db” database file was opened in SQLite data-
base Browser and table “SMS” was selected. In all the 5 
“mmssms.db” files extracted from 5 different phones, 5 pa-
rameters were found to be common in the “SMS” Table of the 
database file. Parameters were: “TYPE”, “SERVICE CENTER 
NUMBER”, “REPLY-PATH”, “PROTOCOL” & “ADDRESS”. 
However, out of these 5 parameters, first four (4) parameters 
were considered for identifying the Fake incoming SMS with 
the respective “Address/Mobile Number” which is the last 
parameter. 
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3.2  Classification of Genuine SMS paramet-
ric Values 

This section describes the 4 parameters of an incoming SMS 
and their Genuine values in those parameters. The 4 parame-
ters: “Type”, “Service Center Number”, “Reply-Path” and 
“Protocol” are taken into consideration from the “SMS” table 
of the database file “mmssms.db” from all 5 Android phones. 
Table No.2 shows the list of parameters with possible values. 
 
The significance of the parametric values is discussed below:  
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
Significance of Parameter – “Type” : 
The parameter “TYPE” defines the type of SMS, whether In-
coming, Outgoing or Saved Draft SMS. There can be one of the 
4 possible values in the “TYPE” parameter for any SMS.  

The 4 values are: 
“-1”, this value defines that the SMS is of                
          OUTGOING TYPE but outgoing SMS to a group                      
         of people. 
“1”, this value defines that the SMS is of  
         INCOMING TYPE. 
“2”, this value defines that the SMS is of 
         OUTGOING TYPE [Outgoing to a single 
          person]. 
“3”, this value defines that the SMS is SAVED AS 
         DRAFT. 
Picture No.1 shows the screenshot of data obtained from 
phone which clearly indicates the parametric values and 
their definitions. 

Significance of Parameter – “Service Center Number”: 
This parameter describes the address of the service center 
which forwarded the SMS. The service center number returns 
the address of the service center that relayed the particular 
incoming SMS to the user’s Android phone. This is a server 
generated value which cannot be altered or tampered and till 
now no application is capable of altering this value. Picture 
No.1 shows the Service center numbers starting the with coun-
try code “91” which is allotted by  

  Picture No.-1 

 
 
 Country, INDIA [13]. However the value in this parameter 
will be generated only for Incoming SMS only. No Service cen-
ter number value will exist for outgoing or saved SMS. 

 
Significance of Parameter – “Reply-Path”: 
This parameter returns value=’0’ only if this parameter is set to 
true by the service center or network provider. This value also 
cannot be altered or tampered by the user and till now no ap-
plication is capable enough to tamper this network generated 
value. However the value in this parameter will be generated 
only for Incoming SMS only. 
Significance of Parameter – “Protocol”: 
Protocol stands for protocol identifier. The value for protocol 
identifier will have at least some numerical value and cannot 
be empty and the value will be generated by network provid-
er. The values can be ‘0’, ‘52’, ‘57’ or any other numeric value 
but not empty. Picture No.1, the screenshot shows the proto-
col value=’0’.  However it will be generated only for Incoming 
SMS only. For outgoing SMS, it will be empty. 
So, Parametric values for Genuine Incoming SMS; 

• Type=”1”; 
• Service Center Number=”should be Present, with 

number starting with country code”; 
• Reply Path=”0” and; 
• Protocol=”0 or other Numeric value but not empty”. 

 
3.3 Classification of Self or Application Gen-

erated FAKE SMS parametric Values 
Classification 

This section describes that several SMS were sent, received 
and some were generated falsely using Android application 
“Super SMS Faker (ssf)” and “LogMe”. These applications 
have the capability to generate Fake incoming and Fake Out-
going SMS from any Mobile number in Android phones. 
These applications also have the feature of generating Fake 
SMS with Fake Time-Stamps like Fake or modified Date, time 
and with any self-written text. So, after generating Fake In-
coming SMS in all Android phones, FileSystem Extraction 

Table 2: Possible values for 4 parameters of 
Genuine SMS in Android phones 
 
Type 

 
Service 
Center 
Number 

 
Reply-
Path 
Present 

 
Protocol 

 
-1, 
or 1, 
or 2, 
or 3 

 
Present  
(number 
starting 
with 
country 
code) 

 
0 
Or  
Empty 

 
0, 
or 52, 
or 57, 
or any 
other 
numeric 
value 
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were carried out again using Cellebrite UFED. Again “SMS” 
table of the file “mmssms.db” was analyzed from every 
phone. After analysis, some variations were found in the val-
ues of some parameters. The parameters showing variable 
values from the Genuine Values were “Service Center Num-
ber”, “Reply-Path” and “Protocol”. However, parameter 
“Type” was used to identify Incoming SMS. 
According to the values found in 4 parameters of Genuine 
Incoming SMS, 3 parameters out of 4 are used for identifica-
tion of self or application based generated Fake incoming 
SMS, and the 4th (Fourth) parameter is used to identify the In-
coming SMS. Table-3 shows the difference between parametric 
values in Genuine and Fake Incoming SMS, so it cannot be 
different. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table-3- Showing Parametric difference in values for Genu-
ine and Fake SMS 

Paramter 
 

SMS 
Type 

Typ
e 

Service 
Center 
Number 

Reply-
Path 

Protocol 

Genuine 1 Present 0 or 
Empty 
(in case 
of  
Android 
2.3.X) 

0 or 
other  
numeric 
value but 
not emp-
ty 

Fake 1 EMPTY EMPTY EMPTY 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3.4 Version Wise Results of Genuine And Fake SMS Parametric Values 

Genuine Incoming SMS Parametric Values 
 
 
 
 
 
Actual 
Incoming 
SMS with 
Values 
(Android 
Versions 
Tested) 

Mobile phone Make & 
Model 

Android 
Version 

Type Service 
Center 
Number 

Reply Path Protocol 

HTC Desire , 
A8181 

2.2 
Froyo 

1 ( present) 0 0 

Samsung ACE 
GT-S5830 

2.2.1 
Froyo 

1 ( present) 0 0 

Sony Ericsson 
Xperia Neo V 

2.3.4 
Ginger- 
Bread 

1 ( present) EMPTY 0 

Sony Ericsson 
Xperia Neo V 

4.0.4 
Ice-Cream 
Sandwich 

1 ( present) 0 0 

Sony Ericsson  
Xperia ST 15i 
Mini 

4.0.4 
Ice-Cream 
Sandwich 

1 ( present) 0 0 

   
FAKE Incoming SMS Parametric Values 

 
 
 
 
Fake 
Incoming 
SMS with 
Values 
(Android 
Versions 
Tested) 
 

Mobile phone Make & 
Model 

Android 
Version 

Type Service 
Center 
Number 

Reply Path Protocol 

HTC Desire 
A8181 

2.2 
Froyo 

1 Empty or 
Absent 

empty empty 
 
 

Samsung ACE 
GT-S5830 

2.2.1 
Froyo 

1 Empty or 
Absent 

empty empty 
 
 

Sony Ericsson 
Xperia Neo V 

2.3.4 
Ginger- 
Bread 

1 Empty or 
Absent 

empty empty 
 
 

Sony Ericsson 
Xperia Neo V 

4.0.4 
Ice-Cream 
Sandwich 

1 Empty or 
Absent 

empty empty 
 
 

Sony Ericsson Xperia ST 
15i 
Mini 

4.0.4 
Ice-Cream 
Sandwich 

1 Empty or 
Absent 

empty empty 
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This above difference in parametric values shown in table-3 
was found in all the 3 Android operating systems tested and in 
all the 5 Android phones which were taken for analysis. How-
ever, the value in the “Type” parameter remains unchanged to 
“1”, because the Fake SMS is of incoming TYPE, so for incom-
ing SMS, “Type” parameter value will always be “1”.  
 
So, for Fake Incoming SMS; 

• Type=”1”; 
• Service Center Number=”Absent”; 
• Reply Path=”Absent” and;  
• Protocol=”Absent”. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
          
 

 
 
 
 
 

 
 
But It should be noted that In case of following situation: 

• Type=”2”; 
• Service Center Number=”Absent”; 
• Reply Path=”Absent” and; 
• Protocol=”Absent” 

The SMS will not be considered Fake because the Value in 
“TYPE” parameter is “2”, which signifies the SMS is of 
“OUTGOING” Type and is not an Incoming SMS. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Picture-2. Screenshot Showing Fake and Genuine 
SMS with Fake and Genuine Parametric Values.  
A Screenshot of Original Values taken from an 

Android phone. 
 
S.No. Type Service 

Center 
Number 

Reply 
Path 

Protocol 

1 1 Not   
Present 

Not 
Present 

Not Present 

 
Fake 
Incoming  
SMS 

Genuine  
Incoming  
SMS 
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4 DISCUSSIONS 

This research was carried out after the vulnerability of gener-
ating Fake SMS was discovered. This vulnerability exits in 
Android OS (Versions 2.0.x, 2.2.x, 2.3.x, and 4.0.x). Google was 
reported for this vulnerability in November 2011. 
This research will directly benefit and help the investigating 
agencies, Police and cyber experts if any suspect tries to modi-
fy the SMS evidence on his or on any other Android phone by 
generating Fake SMS with Fake Time-Stamps, modified Fake 
text and with Modified Mobile Number. This will also be help-
ful in case if a suspect deleted an Original SMS evidence and 
generates the Fake SMS with time-stamps matching to Origi-
nal SMS evidence (Evidence which was deleted), then investi-
gators and cyber experts will be able to detect which SMS is 
modified and self-generated by the suspect.  
In this paper, the parameters along with their Original as well 
Fake parametric values were identified for identifying the 
Fake incoming SMS which can be generated using applica-
tions like “Super SMS Faker (ssf)” and “LogMe”. 
5 CONCLUSION’ 

From section 3.2 and 3.3., we conclude that for Genuine In-
coming SMS and for identifying Fake incoming SMS, the par-
ametric values should be as per Table No.2. 
So, in this paper, it was identified the fake SMS generated us-
ing Android applications and distinguished them from the 
Genuine SMS. This identification of Fake SMS will help the 
investigating Agencies and cyber experts if a suspect tries to 
tamper or modify the Original SMS evidence in Android 
phones by generating Fake incoming SMS matching with tims-
stamps of Original Incoming SMS. This will also help cyber 
experts to identify those Fake SMS which might had been gen-
erated through some malware application installed and pre-
sent on the phone.  
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